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National Health Reform Act 2011

Act No.9 of 2011 as amended



to promote, support and encourage the implementation of initia
relating to health care safety and quality

to collect, analyse, interpret and disseminate information
relating to health care safety and quality

to publish reports and papers relating to health care safety and
quality

to formulate, promote and support the implementation of
standards, guidelines and indicators relating to health care
safety and quality, and monitor their implementation and impact

to advise on national clinical standards

to formulate model national schemes that provide for the
accreditation of organisations that provide health care services
and relate to health care safety and quality

to consult and co-operate with persons, organisations and
governments on health care safety and quality

(g) to do anything incidental to or conducive to the
performance of any of the above functions



_ Governance for Safety and Quality In Health
E& Standard 1 - gorvice Organisations

Standard 2 - Partnering with Consumers
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@ Standard 5 - Patlent Identiflcatlon and Procedure Matching

Clinlcal Handover

Standard 7 - Blood and Blood Products

Standard 8 - Preventing and Managing Pressure Injurles

_ Recognising and Responding to Clinical
B Standard9 - piterioration In Acute Health Care

gx Standard 10 - Preventing Falls and Harm from Falls




Australian Government

Department of Health

Record System

FAQs Resources Privacy and security

A

Welcome to
eHealth.gov.au

A personally controlled eHealth Record (PCEHR) is a

secure online summary of your health information.

You control what goes into it, and who is allowed to access
it. Your eHealth record allows you and your doctors,
hospitals and other healthcare providers to view and share
your health information to provide you with the best

possible care.

Want to know more? Visit our frequently asked questions,
find out about privacy and security or learn more about the

recent budget announcement.

What's new

Latest statistics on the PCEHR

= Trial sites selection process

Public submissions to the Electronic Health Records and

Healthcare Identifiers: | egislation Consultation

o ieﬁéallh‘i"'

Feedback on the PCEHR

search

Helpline: 1800 723 47-

Get your personal eHealth record now

Register yourself or register your

E.( Register

children for an eHealth record.

If you have an IVC or if this is the first
time you have accessed your eHealth

record.

Or login if you have previously accessed

your eHealth record.

Note: to access the eHealth record system please ensure you have a

supported web browser (see Compatible browsers).

For Individuals For Healthcare Providers

Register my Healthcare Provider Organisation

= Reqister my child

= Take control of my existing eHealth Record

= Add me to a child's eHealth Record

Reqister as a Contracted Service Provider

= Assisting individuals to register


http://www.nehta.gov.au/using-the-ehealth-record-system

Clinical documents — myHealth Record

Shared Health Summary W
Event Summary v
Discharge Summary v
Medication Records v
eReferrals v

Specialist Letter ’


http://www.nehta.gov.au/get-started-with-ehealth/what-is-ehealth/features-of-the-ehealth-record-system/clinical-documents
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HEALTH INFORMATION TECHNOLOGY

By Melinda Beeuwkes Buntin, Matthew F Burke, Michael C Hoaglin, and David Blumenthal

The Benefits Of Health
Information Technology: A Review

Of The Recent Literature Shows
Predominantly Positive Results

ABSTRACT An unprecedented federal effort is under way to boost the
adoption of electronic health records and spur innovation in health care
delivery. We reviewed the recent literature on health information
technology to determine its effect on outeomes, including quality,
efficiency, and provider satisfaction. We found that 92 percent of the
recent articles on health information technology reached conclusions
that were positive overall. We also found that the benefits of the
technology are beginning to emerge in smaller practices and
organizations, as well as in large organizations that were eardy adopters.
However, dissatisfaction with electronic health records among some
providers remains a problem and a barrier to achieving the potential of
health information technology These realities highlight the need for
studies that document the challenging aspects of implementing health
information technology more specifically and how these challenges might
be addressed.

Health Affairs, 30, no.3 (2011):464-471
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 Ash, Joan S., et al. “Some Unintended Consequences of Information
Technology in Health Care: The Nature of Patient Care Information
System-related Errors.” Journal of the American Medical Informatics
Association 11 (2004): 108.

e Harrison, Michael I., Ross Koppel, and Shirly Bar-Lev. “Unintended
Consequences of Information Technologies in Health Care—An
Interactive Sociotechnical Analysis.” Journal of the American Medical
Informatics Association 14 (2007): 542.

o Karsh, Ben-Tzion, et al. “Health Information Technology: Fallacies and
Sober Realities.” Journal of the American Medical Informatics
Association 17 (2010): 621.
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Unexpected Increased Mortality After
Implementation of a Commercially Sold
Computerized Physician Order Entry Sys

Yong Y. Han, MD"#, Joseph A. Carcillo, MD*$%, Shekhar T. Yenkatz
Robert S_B. Clark, MD*$%, B_ Scott Watson, MD, MPH 5=, Trung C.
MD*$, Hillya Bayir, MD“$, Richard A. Orr, MD“$§

+ Author Affiliations

ABSTRACT

Objective. In response to the landmark 1999 report by the Institute of Me:
initiatives promoted by the Leapfrog Croup, our institution implemented
sold computerized physician order entry (CPOE) system in an effort to
errors and mortality. We sought to test the hypothesis that CPOE impleme
reduced mortality among children who are transported for specialized care.

Methods. Demographic, clinical, and mortality data were collected of all cr
admitted wia interfacility transport to our regional, academic, tertiary—can
hospital during an 18-month period. A commercially sold CPOE progra
within the framework of a general, medical-surgical clinical application plat
implemented hospital-wide over & days during this period. Retrospective
CPOE and post-CPOE implementation time periods (13 months before anc
CPOE implementation) were subsequently performed.

Results. Among 1942 children who were referred and admitted for special
the study period, 75 died, accounting for an owverall martality rate of 3
analysis revealed that mortality rate significantly increased from 2.80% (3¢
CPOE implementation to 6.57% (36 of 548) after CPOE implementation. Mul
revealed that CPOE remained independently associated with increased o
(odds ratio: 3.28; 95% confidence interval: 1.94-5.55) after adjustment fai
covariables.

Conclusions. We have observed an unexpected increase in mortality coinc

Physician

Order Entry Systems

in Facilitating Medication Errors

Roee Koppel. Phid

Joshua P. Metlay, MD, Phy
Abigail Cohen, PhD

Brian Abaluck, BS

A. Bussell Localio, JIN MPH., M5
Stephen E. Kimmel, MI), MSCE
Brian L. Strom, MD, MPH

DVERSE DRUG EVEMTS (ADES)

are estimated o injure or kill

more than 770000 people in

haospitals annually ! Prescrib-

ing errors are the most frequent
source. ™ Computerized physician or-
der entry { CPOE) systems are widely
viewed as crucial for reducing prescrib-
ing errors> >+ and saving hundreds of
billicns in annual costs 849 Comput-
crized physician order entry system
advocates include researchers, clini-
cians, hospital administrators, phar-
macists, business councils, the Insti-
tute of Medicine, state legislatures,
health care agencies, and the lay pub-
i, 23EAMIIM Thege systems are
expected to become more prevalent in
response Lo resident working-hour limi-
tations and related care discontinui-
ties" and will supposedly offset cavses
(eg, job dissatisfaction) and effects
(eg. ADEs) of nursing EhDTtaBEE.”"H
Such a system is increasingly recom-
mended for outpatient practices (Box).
Adoption of CPOE perhaps gath-
cred such strong support becanse its
promise is so great, effects of medica-

See also pp 1223 and 1261.

C200 5 American Medical Association. All rights reserved.

Context Hospital computerized physidan order entry (CPOE) systems are widely re-
garded as the technical solution to medication ordering emrors, the largest identified
source of preventable hospital medical emor. Published studies report that CPOE re-
duces medication emors up to 81%. Few researchers, however, have focused on the
existence or types of medication errors facilitated by CPOE.

Objective Toidentify and quantify the role of CPOE in fadilitating prescription emor
risks.

Design, Setting, and Participants We performed a qualitative and quantitative
study of house staff interaction with a CPOE system at a tertiary-care teaching hos-
pital (2002-2004. We surveyed house staff (M =281; 88% of CPOE users); con-
ducted 5 focus groups and 32 intensive one-on-ons intervews with house staff, in-
formation technology leaders, phamacy leaders, attending physidans, and nurses;
shadowed house staff and nurses; and observed them using CPOE. Participants in-
cluded house staff, murses, and hospital leaders.

Main Outeome Measure Examples of medication emors caused or exacerbated
by the CPOE system.

Eesults "We found that a widely used CPOE system facilitated 22 types of medica-
tion error risks. Examples include fragmented CPOE displays that prevent a coherert
view of patients’ medications, phamacy imventory displays mistaken for dosage
puidelines, ignored antibictic renewal notices placed on paper charts rather than in
the CROE system, separation of functions that faciltate double dosing and incompat-
ible orders, and inflexible ardering formats generating wrong orders. Three quarters
of the house staff reported observing sach of these emar risks, indicating that they
occur weekly or more often. Use of multiple qualitative and survey methods iderti-
fied and quantified emror risks mot previously considered, offering many opportunities
for emor reduction.

Conclusions  In this study, we found that a leading CFOE systemn often faciltated
medication ermorrisks, with many reported to oocur frequently. &s CPOE systems are
implemented, clinidars and hospitak must attend to errors that thess systems cause
in addition o ermrors that they prevent.

JAMA, 2005,293:1197-1209 WA JUTEL C0T
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SPECIAL ARTICLE

Incidence of Adverse Events and Negligence imn Hospitalized
Patients — Results of the Harvard Medical Practice Study I

Troyen A. Brennan, M.P.H., M.D_, J.D_, Lucian L. Leape, M.D_, Nan M. Laird, Ph.D_, Liesi Hebert, Sc.D., A. Russell

Localio, J.D., M.S., M.P.H., Ann G. Lawthers, Sc.D_, Joseph P. Newhouse, Ph.D_, Paul C. Weiler, LL.M., and Howard H.
Hiatt, M.D._

N Engl J Med 1991; 324:370-376 | February 7, 1991 | DOI: 10.1056/NEJM199102073240604

Share: n » ﬁ m u

Adverse events occurred in 3.7 percent of the hospitalizations (95 percent
confidence interval, 3.2 to 4.2), and 27.6 percent of the adverse events were due to
negligence (95 percent confidence interval, 22.5 to 32.6). Although 70.5 percent of
the adverse events gave rise to disability lasting less than six months, 2.6 percent
caused permanently disabling injuries and percent led to death.
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Health (are

The Quality in Australian Health Care Study

Ross McL Wilson, William B Runciman, Robert W Gibberd, Bernadette T Harrison,
Liza Newby and John D Hamilton

A review of the medical records of over 14 000 admissions to 28 hospitals in New South Wales
and South Australia revealed that 16.6% of these admissions were associated with an "adverse
event”, which resulted in disability or a longer hospital stay for the patient and was caused by
health care management; 51% of the adverse events were considered preventable. In 77.1%
the disability had resolved within 12 months, but in 13.7% the disability was permanent and

in 4.9% the patient died. (Med J Aust 1995; 163: 458-471)
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Shaping the Future for Health

TO ERR IS HUMAN:
BUILDING A SAFER HEALTH SYSTEM

be. At least 44,000 people, and perhaps as many as 98,000 people, die

in hospitals each year as a result of medical errors that could have
been prevented, according to estimates from two major studies. Even using
the lower estimate, preventable medical errors in hospitals exceed attributable
deaths to such feared threats as motor-vehicle wrecks, breast cancer. and
AIDS.

I I ealth care i the United States 1s not as safe as 1t should be--and can TU m “ Hllﬂlﬂﬂ
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Violations and migrations in health care
Amalberti, Vincent, et al. Qual Saf Health Care 2006:15:i66—i71

Individual and social forces




OPEN ACCESS

» Additional maersd s
pubdsher anfine only. To vay
peae vt T poumndl online
hitpidedol arg/10.1 136
amagrnl-2013-002575)

"Houston Vit Center for
bnovatons in Qualisy,
fieabensss ad ey,
Michael £ Deflatey Vetemms
Az Medeal Cerer,
Housion, Texes, USA
“Depanment of Family and
Community Medcine, Bayhor
Cilege of Meddne, Howsion,
Teaz, LA

Sevton of Healfh Senvics
Reseach, Denastment of
Madane, Bayior College of
Meadine, Houwston, T, USA
Srfrmatics Patent Saley,
Office of Infemats and
Analyics, Veemns Health
Admenstton, Ann Adar,

M and Ay, MY, USA
Wity of Tews School
af B ool Infcrmanes and
UT-4#emaid Hamann Canter
for Healtheze Qudity and
Safary, Houston, Taxas, USA

Comespondence to

v Hamdesn Singh, Houston
Wi Ceriter o Innow i 0
Qualty, Hiemvenss and
Safary | 157), 2002 Hal e
Boulerard, Howson,

TX TH030, UG,
hamdeeguibom edu

Received 12 December 2013
Restsed 25 gl 2014
Mecepied 20 Apel 2014

To cite: Mesks W,
Senith MW, Taylor L, et &
Tam Med informn JAesoc
Pubiksher] Onbne Fra:
[ el Day Month
Year] dot10.1 135min:
2013002578

Uownlcaded Tom [amia bmj.com on July 1, 2015 - Published Dy group. oimy.com

Research

An analysis of electronic health record-relz

patient safety concerns

Derek W Meeks,™* Michael W Smith,* Lesley Taylor,* Dean F Sittit

Hardeep Singh

ABSTRACT

Ohjective A mcent Inditute of Medicine repod clled
for attention to salety ksues related o electrank health
recosds (EHRs). We analyzed EHR-related safety ancams
rapodted within a lasge, integrated healthcare sstem.
Methods The Informatics Patient Safety Office of the
Vetemns Health Administration (V&) maintais a non
puni tve, voluntary reporting syem to collect and
investigate EHR-mlated safaty conmims (ie, advese
events, potential events, and near mises). Wa analyzed
comphted investigations uging an eight-dimansion
sociotechnical ncaptual model that acdounted for both
technical and non-technical dmensions of safety. Using
the famewod analsk appeoach 1o qualitatve data, we
identifiad emeargent and recurdng safety conems
common e multiple reports.

Results We extmded 100 comsecutive, unique, cosed
investigations betwean August 2009 and May 2013
from 344 mportad incidents. Seventy-four invaved
unsake technology and 25 involved unsafe use of
technal ogy. A makority (70%) inveled o o mos
model dimensions. Mog ofien, non-technical dimensions
such as workflow, polices, and personnal interacted in a
compka fahion with technical dimensions such as
soltwarehardwane, @ntent, and user inerlae 10
prdios safely concerns. Most (94%) safety concams
redated 1o either unmet data-diplay neads in e EHR
{ie, displayed information available 1o the end user Tailad
o mduce uncertainty of led b increased potential for
patient harm), software upgades or modifications, data
tansmision between companents of fhe EHR, of
‘hidden dependencies’ within the EHR.

Discussion EHR-relaed salety concemns invalving both
unsake technology and unsafe use of tednology pesist
long after 'go-lve’ and dasgpite the sophisticated EHR
infrastrudure represented in our data sousce. Cusently,
feww healfcam institutions have reporting and analyss
capabilities similar to the VA,

Conclusions Because EHR-related safety concams hawe
compho: sociotechnical eriging, institutions with long-
standing as well as recent EHR implementations should
build & sbust infastrudure 1o moniter and leam from
them.

BACKGROUND AND SIGNIFICANCE

Investments  in health  informaton  techoology
(HIT) can enlance the safety and efficiency of
patient care and erable knowledge discovery.!
However, emergng evidence suggests that HIT
My Calse new patient safety concerns and other
unintended consequences due to uwsability issues,
disruptions of dinical processes, and unzafe work-
armunds o croumvent technology-related  con-
amins " In partdoular, rapid  adoption  of

elecronic beakth records
potential safery concerns re
implementation, and use. ' !
cerms are broadly defined =
reached the patient, near mi
the patient, or unsafe condi
likelihood of a safety event
venting EHR-related safety ¢
becase concerns are often
not only potentdally unsafe
af the EHR but also EHR us
tional chamaeristics, and ml
guide EHR-related acivities
and newer Sociotechnicall a
for these elements are roquin
plexities of EHR-related pati
Despite a clear need 1o «
EHR-related safety concerms
the mature and magnitude
scarce, A few sudies have
and classify EHR-related safe
patient safety incident repor
Inn addition, conceptual fram
been developed 1o incorpora
nical and non-technical facte
EHR safety and effectivens
ingtance, we previowsly deve
model that proposes eight i
soms that are esential vo wr
safety (table 1; Simig and Si
model accounts for the comy
its users, the involved wor
external or organzational p
assssment of EHR-relaed sa
We conducted a qualitaty
lysis” of completed EH R-relat
based on voluntary repors o
integrated  healthcare  syster
Singh's sociotechnical mode
work, our aim wa to des
related safety concerns and
and context of these safety
Iusild a foundation for funare

METHODS

Design and setting

We performed a retrosgpective
investigation repors abour E
cerms from  bealthcare  f
Deparment of Vererans Affa
ates the lrgest integrated he
USA with over 1700 sites «
clinics, community living
readjustment counseling cen
sive EHR, ratonally manda

Mesks D, &0 2l 1 Am Med lnom ASepirighi 281 8. bysamerio s Medical Informatics Association.
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INTRODUCTION

Our information machines exist to make
us faster, more powerful decision-makers,
Computers prompt our limited human
memory with reminders of what we
should be doing. They retrieve informa-
tion we could never remember or indeed
even know They sugres solutions to
cmplex problems for us and take over
the many routine tasks that we delegate
wm them. Information technology (IT) is
thus a mgnitive prosthesis thar enhances
our abilides beyond the unaided human
norm. !

Unless a decision process i1s entirely
automated, i is the product of the tedh-
nology, the human user and how well
each fis the other. Weed famously saw
this act of using IT as one of knowledge
cupling' between human and machine.”
It is the quality of this interaction that
wunts in the end, and not the quality of
the elements in isolation.”

The first test of our interaction with [T
should be whether it leads to betrer, and
quicker, dedsions. Well-designed interac-
tions with IT should also ensure that our
decisions are as safe as possible. Poorly
designed  interactions unfortunately can
distort dedsion-making and create new
types of hazards and errors, ending in
patient harm.” Indeed, there is a steadily
growing evidence base thar confirms that
this harm is real, widely prevalent and
that its consequences for patients can be
significant, sometimes fatl.® ®

The evidence base also clearly shows
that human factors are a major contribu-
tor to IT-assodated errors and harms,”
There is thus an imperative to design din-
ical information systems that are both
demonstrably safe in construction and in
use. For this to happen, we must move
from empirical observagon of ITrelted
hazards, errors and harms w a theory-
hased understanding of the canses of
these risks and their mitigation.

In a thoughtful review of what we
Jmow about the genesis of error and
patient harm,® Patel and colleagnes make
abundanty clear that we must understand

deeply the interplay between human cog-
mton and error. That exploration should
also encompass machine reasoning and
human—computer inte raction,

In the remainder of this paper, the way
that the interplay between cognition and
IT can lead to error and patient harm is
firs reviewed. The second part of the
paper considers how such an understand-
ing can shape our design of safer interac-
dons with IT, and indeed how we can
harness this rechnology class o minimise
[T-related risks. Both themes are areas of
rescarch and practice that surely must
become a major new focns for patent
safety if we are to nentralise this potent
and  increasingly pervasive source of

patient harm.”

THE ROLE OF IT IN THE GENESIS OF
ERROR

While our capacity to design safe interac-
wons with chnical IT is soll rudimentary,
we do know enough about error, cogni-
ticn and technology to identify a number
of research priorities. For ecample, dis-
ruptions to memory, cognitive overload
and oognitive biases can all in different
ways Impair our interaction with this
technology. Other major sources of dis-
ruption include both IT sygems thar are
not designed to reflect the cogmitive pro-
cesses underpinning clinical work, as well
as the resulting workarounds that arise as
humans try to circumvent the limiations
of IT.

Multitasking, interruption and cognitive

load

Adverse events can occur when the avail
able cognitive resonrces such as memory
are insufficient for the task at hand. This
may occur becanse our attention  is
divided among a number of tasks. If a
dinician is distracted or interrupted with
a new task, or is multitisking, then
memory processes can be disrupted by
this excessive cognitive load and lead to
errors in msk execution.'” For example,
after being interrupted while creating a
medicaton  order in an  elearonic

BM)
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Figure 1. Number of Peer-Reviewed Publications on Health IT Safety per Month,
as Identified in Four Systematic Reviews
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Approaches to health IT safety

Singh, Hardeep, David C. Classen, and Dean F. Sittig. “Creating an
Oversight Infrastructure for Electronic Health Record-Related Patient
Safety Hazards.” Journal of Patient Safety 7 (2011): 172.

Institute of Medicine, Committee on Patient Safety and Health
Information Technology. Health IT and Patient Safety: Building Safer
Systems for Better Care. Washington, DC: National Academies Press,
2011,

Jones, Spencer S., et al. Guide to Reducing Unintended Consequences
of Electronic Health Records. Prepared by Rand Corporation. Rockuville,
MD: Agency for Healthcare Research and Quality (AHRQ), August
2011.
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Costs and benefits

of health information
technology: an updated
systematic review

Paul G Shekelle, Caroline L Goldzweig

Southern California Evidence-based
Practice Centre

RAND Corporation

The
Health

Foundation

» choose a system that is
intuitive to use and that requires
little training for users

» choose a system that can be
modified and developed easily

» ensure that the decision-
making process for developing
or selecting a system is
participatory, but once this
decision has been taken ensure
that implementation is directed
and driven.

These findings need to be tested
in other settings to understand
the degree to which they are
generalisable.



FEATURES OF SAFE HEALTH IT

Technology does not exist in 1solation from its operator. As such, the
design and use of health IT are interdependent. The design and develop-
ment of products affects their safe performance and the extent to which
clinician users will accept or reject the technology. To the end user, a safely
functioning health I'T product is one that includes

e Easy retrieval of accurate, timely, and reliable native and imported

data;

A system the user wants to interact with;

Simple and intuitive data displays;

Easy navigation;

Evidence at the point of care to aid decision making;

* Enhancements to workflow, automating mundane tasks, and stream-
lining work, never increasing physical or cognitive workload;

e Easy transfer of information to and from other organizations and
providers; and

¢ No unanticipated downtime.




OPPORTUNITIES TO BUILD A SAFER SYSTEM

Health Professionals,
Health Care Organizations,
Vendors

Features of Health IT Design and Development Implementation
- Workflow - Software requirements - Planning and goal
- Usability and development setting
- Balanced customization - User interface design - Deployment
- Interoperability - Testing - Stabilization
- Deployment - Optimization
- Maintenance and - Transformation
upgrade

Safer Systems

for Health IT




Australian Government

Department of Health

Record System

FAQs Resources Privacy and security

A

Welcome to
eHealth.gov.au

A personally controlled eHealth Record (PCEHR) is a

secure online summary of your health information.

You control what goes into it, and who is allowed to access
it. Your eHealth record allows you and your doctors,
hospitals and other healthcare providers to view and share
your health information to provide you with the best

possible care.

Want to know more? Visit our frequently asked questions,
find out about privacy and security or learn more about the

recent budget announcement.

What's new

Latest statistics on the PCEHR

= Trial sites selection process

Public submissions to the Electronic Health Records and

Healthcare Identifiers: | egislation Consultation

o ieﬁéallh‘i"'

Feedback on the PCEHR

search

Helpline: 1800 723 47-

Get your personal eHealth record now

Register yourself or register your

E.( Register

children for an eHealth record.

If you have an IVC or if this is the first
time you have accessed your eHealth

record.

Or login if you have previously accessed

your eHealth record.

Note: to access the eHealth record system please ensure you have a

supported web browser (see Compatible browsers).

For Individuals For Healthcare Providers

Register my Healthcare Provider Organisation

= Reqister my child

= Take control of my existing eHealth Record

= Add me to a child's eHealth Record

Reqister as a Contracted Service Provider

= Assisting individuals to register



Clinical safety layers: myHealth Record

Commission
myHealth Record
safety program

NEHTA CSU

System
Operator/End Users

System Operator/End Users - day
to day monitoring and reporting of
potential or actual clinical safety
iIssues

NEHTA CSU — expert advisors to
the System Operator and users on
clinical safety issue mitigation and
resolution

Commission — independent
oversight and ability to provide
expertise and support to the SO
and NEHTA on clinical safety issues
when requested.




Commission clinical safety program

Clinical safety
reviews

Independent

Proactive
surveillance of

Incident

investigations clinical

safety
assurance

myHR

(London )
Helpline calls

Protocol)

Development
of a clinical
incident
management

AUSTRALIAN COMMISSION framework
on SAFETY ano QUALITY nHEALTH CARE




Clinical safety reviews

Supports early identification of potential clinical safety risk areas and
to recommend enhancements to guard against these risks.

5 reviews completed since July 2012, with a sixth submitted
http://www.safetyandquality.gov.au/our-work/safety-in-e-health/

Incident :
management & myHR content ;%gtégllfﬁeuﬁt
clinical governance
e Clinical safety » Medications « Acceptance and
management « Discharge implementation of
tools summaries previous
« Shared health recommendations
summaries

e Event summaries


Oplægsholder
Præsentationsnoter
CSM tools – includes review of incident review and response plans, risk registers and consideration of CCA and V-model processes in clinical safety risk mitigation
Some tangible outputs include – development of the NEHTA test environment that is now widely used to demonstrate how PCEHR functionality works in various CISs, more clinical safety related scripts and scenarios for use by PCEHR Helpline…
PCEHR content- review of the end to end transfer of discharge summaries , display of medicines information  -
Outputs include greater focus on clinical system useability and display through NEHTA CUP, Commission work on the on-screen display of medications 


Clinical safety review 1 (2012)

An initial review of clinical safety processes by the Commission
found a number of issues including the use of risk registers,
clinical safety assessment processes, documentation and roles
and responsibilities in relation to the PCEHR, and resulted in nine
recommendations made.

The recommendations were grouped into the following categories:
[Iclinical safety management tools

[ Irisk registers

[Iclinical safety management processes in the PCEHR system

[ linter-agency clinical safety management processes.

The purpose of the first PCEHR clinical safety review was to
examine the progress made on the nine Report
recommendations. In addition, a review and assessment of the
clinical incident management process for the PCEHR was
conducted.

16 recommendations were made on improving structures and
processes.



Clinical safety review 2 (2013)

The Second Review included a document review of policies, processes
and supporting tools and templates.

Recommendations (12) included:

Improving the inter-rater reliability of classification of clinical risk
Shared risk register

Creation of a test environment — simulation and training

Revise the incident management and response plan

Establish a clinical safety officers working group

Development of a Clinical Utility Program with “A single clinical sign-off
process is being developed that includes consideration of clinical safety,
clinical functional assurance and adoption, benefits and change”
Revise the HELPLINE scripts to identify and escalate clinical risks and
Incidents

Information packs and inter agency scenario testing for clinical incident
management, and a structured clinical incident reporting template.



Clinical safety review 3 (2013)

1: Areview of a sample of de-identified PCEHR records (112)

2. An investigation of the National Prescription and Dispense Repository
(NPDR) included data analysis, an online survey for Pharmacists (with
12 responses), site visits to general practices and pharmacies (six site
visits) and consultation with key stakeholders.

3: To review and develop incident identification, selection and review
processes for the Clinical Governance Advisory Group, with scenario
planning and mapping for incident review and reporting

Recommendations (15) included improving the attribution of identifiers
to records, and improved onscreen presentation of PCEHR artefacts in
clinical systems, especially medications. Further work on incident
management was recommended, including better incident notification
mechanisms.



Clinical safety review 4 (2014)

An end-to-end investigation of discharge summaries included data
analysis, site visits to three hospitals (across three jurisdictions) site visits to
two general practices (in two jurisdictions).

A review of a sample of 102 de-identified PCEHR records, and

An evaluation of the implementation status of the recommendations made in
the first three PCEHR clinical safety review reports.

Recommendations (6) included:

o Standard presentation of discharge summaries

« Structured dosing directions for high risk medicines

 Optimal presentation of pathology and diagnostic imaging results
* Ongoing refinement of the continuous quality improvement processes



Clinical safety review 5 (2014)

End-to-end analysis on the accuracy and data quality of Shared
Health Summaries provided to myHR.

Review the rigour and consistency of applying best practice clinical
safety principles in the design and build of new functional aspects
for the myHR system (Release 5).

Report on the usability of a sample of Shared Health Summaries
(from the perspective of GPs, community pharmacists and “high
pressure” users like emergency departments)

Analyse and report on the current use of Medicare Benefits Schedule
(MBS) and Pharmaceutical Benefits Schedule (PBS) administrative
data

Review of a sample (approximately 500) de-identified myHR records
for general data quality and consistency.



Clinical safety review 6 (2015)

Review of the identity management processes
underpinning the PCEHR System, focusing on
Individual Healthcare Identifiers

End-to-end review of Event Summaries, including
usability.



E

Clinical incident manageme

Proactive System Monitoring

Identification of hazards which
could cause harm

Monitoring

Clinical

Feedback Incident Notification
Management

Investigation Prioritisation




Immediate action

Open disclosure

A

to mitigate risk
A
incident notification
Incident Prioritisation
SAC1
SAC 2 [ Severity Category
SAC 3
SACA
v

Incident investigation

l

Feedback

l

Monitoring

*  Missing information

¢ Incorrect information

Infermation display
issue
* other




The Office of the National Coordinator for
Health Information Technology

Newsroom Blog Get Email Updates :ﬁ\ @ B n \2

For Patients & > For Providers & > For Policy Researchers >
Families Researchers & Implementers

High Priority Practices

Safety Tips

QOrganizational
Responsibilities

Organizational Responsibilities
Contingency Planning

The highest-level decision makers (e.g., boards of
directors or owners of physician practices) are
committed to promoting a culture of safety that
incorporates the safety and safe use of EHRs.

TR T oy & it 8

st Ui

System Configuration

System Interfaces S afe r E H Rs :

Patient |dentification An |ntr0du0ti0n e SAFER GUideS

Computerized High Priority Practices
Provider Order Entry

wilh Decision Suppart Clinicians are able to override computer-

generated clinical interventions when they deem

Test Results necessary.

Reporting and Follow-
Up




ONC SAFER guides

1.High Priority Practices

2.0rganizational Responsibilities
3.Contingency Planning (Downtimes)
4.System Configuration

5.System Interfaces

6.Patient Identification

7.Computerized Provider Order Entry with
Decision Support

8.Test Results Reporting and Follow-up
9.Clinician Communication

Singh et al. BMC Med Inform DecisMak. 2013 Apr 12;13:46.20



PCEHR safety guidance — myHR safe use"
guides

 The Commission is developing guides for clinicians and consumers
to promote the clinically safe use of the myHR system.

e Guides to be based on US Safer Guides, tailored to myHR context.

| SAFEREmr™ e * | SAFER et
- Atwt the Gk Abier Rl
Self Assessment
High Priority Practices Self Assessment

*- ! ~ Patient Identification
d General Instructions
u for the SAFER Self Assessment Guides 1 General Instructions
| u for the SAFER Self Assessment Guides
The TATDR Gustes e devigned b5 heip healthcars ‘organizations, from small sméstory practices 10 large
[ for 38 DML uners. Howeeves, Im
e liowing e
+ thgh ity Practions mplement 8 partiaaar practice SdTereotly. 41 & rew, tome s K B
2 i o the wpeciic exampies in the SAFTR G for recommend- ity e,
Organizationai Respomits) « Migh Priceiy Prictices implement a particular practice dfferenthy A5 a resdr, same
= Contingency Planaing racol
« Sysmem Conhgurtion e + Organizationsl Resporaibisties
= A Wnir b Ao hat hewltheare face, Thevefore, changes i . Tre SAFER Guides; e Sevigned in part 1o help deal with
Pasiens Kersifcation " cliscal ractice Mandirss, fepulation and * St Corieation v
Compuatntand Provider Qeder Entry iy, e * Systom Interfaces ‘scape that healthcare organizations face. Therelore,
wth, Decion Supgort Patient identification i technology, clinkcal practice reulations and
et and Provider Order Entry alicy, and
Crsan Comeication. e with Decision Support Periodc
* Test Rewats Reporting and Follow-Up i
: - e e = o
oo praction. The SAFIR Gusdes are ot inteded b2 B e Each - beging i
impiemeniad. Following the Checking, & Practics Worlhest o 2
o Ve o ot Lawn. gy epberpallinraiis i il P, o AR i o it o
scticn Worbaheet
. v 2 ratsoruie for and ensmples o bow 10 mplemenn
sach WER i ach rocommanded practice, a1 well s Ity wurtes of Otk it
Gk, with evactive references wnd suppertiog materishs, T oor Mot input into assesment of
- S e o record tewm members and follow-up sction. b sddition
b, A T o Mo L Pt 148 o s Users
deree avakat ety s e ercounged to comult with their own legal counvel with
et e oo For more formaton o HENA e YL ote Ywnre st i) m»mmwmmmuw
nion, e S Besting o1 4 widke range of hewlthcans Ut H S e for Chvil Righis wetalle ot o o o, taws. For moee informakion on Mesniseful Use. oiease vise

e The guides aim to support survelllance for known health IT safety
risks, with checklists of potential actions clinicians and users can
undertake to guard against these risks


Oplægsholder
Præsentationsnoter
PCEHR provides a unique opportunity for consumers to be more involved in ensuring the accuracy and currency of their health information, which has direct implications on the safety and quality of care they may receive.
THIS IS STRONGLY SUPPORTED BY THE COMMISSION – WE BELIEVE IN THE BENEFITS OF GREATER CONSUMER PARTICIPATION IN THEIR CARE.
Surveillance for missing/incorrect data and information, optimising consumer utility (use of consumer entered health summary etc etc)


Many thanks to

Prashan Malalasekera

Dr Berni Eather
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